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Abstract. Given the current integration processes of the world economies, the issue of economic security of the state is
extremely acute. The openness of markets facilitates the free flow of resources but also threatens the rapid transfer of crisis
phenomena from one economy to another. There is a need to develop an innovative methodological tool for assessing the
level of economic security in the country based on the calculation of a generalized indlicator that will serve as a benchmark in
the formation of state economic policy in the context of ensuring its sustainable growth and countering internal and external
threats. The methodological tools of the study are methods of normalization, Fishburn’s rule, multiplicative model. Assessment
of economic security level in the article is carried out in the following logical sequence: formation of an extended list of
indicators characterizing the economic security of the state; characteristics of indicators in terms of opportunities and
risk; determining the priority of indicators in the summarizing indicator; bringing indicators to a single measurement
system; calculation of the integral indicator of economic security by constructing a multiplicative model; qualitative
interpretation of the integral indicator of economic security. The results of the selection of relevant factors influencing
the economic security of the state revealed that the selected determinants confirm the hypothesis of financialization
of all economic processes in Ukraine and the need for state regulation of the financial system in order to ensure
economic security. Empirical calculations have shown that during 2008-2018, Ukraine's level of economic security
can be assessed as medium or low, and its dynamics correlate with crisis processes in the financial and economic sector
and exacerbation of political instability in the country. Taking into account the low level of economic security in Ukraine, the
authors elaborated a set of measures to improve the state regulation of economic security within the institutional, procedural
and functional elements of it, as well as substantiate the impact of the proposed innovations on the economic security of the
state. The results of the research can be useful for governments in order to adequately respond to destabilizing factors
in the national economy.
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Introduction. The state of national economic security plays a key role in the sustainable development
of society, providing conditions for economic growth, increasing the level of investment attractiveness and
competitiveness of the country in the international arena, and the formation of the proper quality of social
standards for the population. The consistent increase of globalization and integration processes, liberalization
and openness of financial systems in the world, rapid development of the cryptocurrency market and limited
opportunities to accurately predict further trends in the development of the global financial system risks that
accompany the companies’ activities, and increase the internal and external threats have a negative impact on
the economic security of the state. Therefore, the development of the methodological framework for assessing
the level of economic security should base on the use of the latest approaches to the definition of an integral
indicator. An effectively calculated level of economic security of the state is a kind of benchmark in the formation
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of state economic policy in the context of ensuring its sustainable growth and countering internal and external
threats.

Literature Review. Scientific literature extensively studies the issue of the relationship between economic
security and the consequences of globalization and liberalization of relations in society. Countries struggle to
gain access to natural, intellectual, financial and other types of resources (Renner, 2002). Globalization has
transformed the traditional understanding of economic security and now provides for constant monitoring of risks
associated with cross-border networks and the volatility of the financial sector (Kahler, 2004). According to
(Bergeiik et al., 2009), the economic security of the state largely depends on the level of economic diplomacy,
i.e. ways of organizing international economic relations, as well as means of implementing foreign economic
policy. When analyzing the financial systems of developing countries, Fujing (2007) highlights the need to create
amechanism to support the financial and economic security of such countries from the danger of the openness
of their economies.

Considering the shadow economy as a key threat to the economic security of the state, Bilan et al. (2019)
estimated its scale based on such groups of indicators as the tax system, labour system, trade openness,
banking system, quality of state regulations, and industry development. Moreover, the authors revealed a
significant disincentive effect of the shadow economy on the level of demand in the investment market in the
country. Chistnikova (2017) has identified the negative impact of corruption on the economic security of the
country.

The activity of financial and credit institutions is an important element in the system of economic security of
the state. In particular, Tvaronaviciené et al. (2018) the activity of banks is highlighted among many of the factors
that affect the economic security of the euro area. Having built a regression model with a fixed effect for the UK
and Germany, the authors found that there was a significant relationship between the level of liquidity in the
banking sector and the economic security of the state.

It is advisable to take anti-money laundering measures to increase the economic security of the state. It is
feasible to apply high-quality informational support based on the system model in DFD notation to reveal
suspicious banking operations in a timely manner and minimize the human factor in transaction verification
(Leonov, 2019).

All developed countries of the world and most developing countries have enshrined national methods for
assessing the economic security of the state in law. The main objective of these methods is the formation of an
analytical framework, which acts as the basis for the adoption of strategic management decisions. These
decisions in most cases are aimed at achieving public interests, the sustainability of financial and economic
development and the independence of the national economy from external interventions.

At the same time, the development of innovative technologies in 2010-2018 has led to a radical
transformation of the financial sector and business conditions for business entities. Financial institutions transfer
all business processes to the digital plane, changing the services themselves, actively use blockchain technology
to solve managerial issues; and business entities can both use new financial tools of banks, insurance
companies and other financial intermediaries and carry out settlements outside the financial sector of the state
using cryptocurrency.

Thus, despite the individual interpretation of economic security in each country and the different approaches
to the mechanism for ensuring it, the change in the methods for the quantitative determination of the integral
indicator of the economic security of the state is becoming urgent. At the same time, changes should affect both
the indicators that form the input array of information for a comprehensive assessment of economic security and
the method of taking into account the features of these indicators. This is due to the fact that economic processes
under modern business conditions are already taking place in completely different scenarios than five or ten
years ago, the development of derivative financial tools and the free movement of funds reduce the critical level
of public debt for the national economy, the difficulty of obtaining credit resources by business entities
complicates the control of inflation and regulation of the process of dollarization of the economy, etc.
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An innovative solution for stabilizing the financial system and ensuring a high level of economic security of
the state involves taking into account public trust in financial institutions, which is determined based on a
combination of regulatory rules and the behaviour of economic agents (their feelings, emotions and other
subjective characteristics) (Bilan et al., 2019).

Particular attention should be paid to the methodological framework for determining structural changes in
the functioning of the national economy and identifying key threats based on the bifurcation theory premises,
which makes it possible to establish the points of transition into a crisis state (Vasilyeva et al., 2019). Grigoreva
and Garifova (2015) justified that the level of economic security of the country depends on the economic cycles.

In foreign practice, the concepts of country stability, reliability, country risk, stability are applied to determine
the level of economic security of the state, and two approaches are mainly used to evaluate it; 1) calculation of
the state's reliability (Brown et al., 2015; Pappu et al., 2010; Pereira et al., 2005); 2) assessment of country risks
(Nordal, 2001; Oetzel et al., 2001; Schroeder, 2008; Timurlenk et al., 2012; Wagner, 2012).

IMF (2017) experts quantify countries’ overall vulnerability to a broader range of crises, including those to
fiscal, financial, growth (AEs and EMs), and food supply (LICs). Brown et al. (2015) proposed managerial tool to
measure Robinson Country Risk Index which incorporates four broad dimensions-governance, economics,
operations, and society. Nordal (2001) estimated country risk using a valuation model based on the contingent
claims valuation methodology, where country risk indices are used as state variables.

Methodology and research methods. Based on the study of theoretical principles of the formation and
ensuring the economic security of the state, we propose to consider it as a state of dynamic equilibrium of the
economic system, in which the organizational and functional architecture of the institutional environment of the
system of state regulation of the economy is built on the principles of non-discretion and allows detecting
endogenous and exogenous threats in advance, minimizing the negative effects they provoke, adapting quickly
to changes in the external and internal environment, taking into account supranational, national and local targets
for sustainable economic development and based on balancing the interests of different groups of economic
agents. This approach, unlike the existing ones, systematically combines the individual elements of
opportunistic, progressive, stakeholder, institutional, and basic contextual approaches, determines the specific
features of building a system for ensuring economic security, namely: taking into account existing, potential,
hidden, and under-received financial resources, ensuring objectivity and adaptability of regulatory interventions
in accordance with the dynamic context in the formation of drivers and inhibitors of economic security, prioritizing
preventive measures over reacting ones.

Therefore, determining the integral indicator for assessing the level of economic security of the state
involves the gradual implementation of the following steps:

- formation of an extended list of indicators characterizing the economic security of the state;

- characteristics of indicators in terms of opportunities and risk;

- determining the priority of indicators in the summarizing indicator;

- bringing indicators to a single measurement system;

- calculation of the integral indicator of economic security by constructing a multiplicative model;

- qualitative interpretation of the integral indicator of economic security.

Based on critical analysis and generalization of existing scientific and methodological approaches to
the quantitative measurement of this indicator, a grouping of indicators was carried out within two vectors
of impact on the economic security of the state: direct and indirect. The principal component analysis was
used to determine that the most relevant indicators in the formation of the economic security of the state
were 11 indicators of direct impact: the state budget deficit (% of GDP), the level of redistribution of GDP
through the consolidated budget, the volume of transfers from the state budget (% of GDP), the volume of
total debt (% of GDP), the ratio of total payments for servicing external debt to state budget revenues, the
volume of loans to the real sector of the economy by banks (% of GDP), the share of foreign capital in the
authorized capital of banks, the country's international reserves in months of imports, the level of
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dollarization, the share of foreign currency in the money supply; the volume of domestic investment in
GDP, the volume of foreign direct investment in GDP, and 11 indicators of indirect impact: corruption
control, government efficiency, political stability and the absence of violence/terrorism, the quality of
regulation, the rule of law, transparency and accountability, inflation, unemployment, nominal wages (US
dollars), Gini coefficient, the level of the shadow economy, (% of GDP)). The State Statistics Service of
Ukraine was selected as the source of information for determining the level of economic security. The
selected relevant determinants of the economic security of the state confirm the hypothesis of the
financialization of the Ukrainian economy and the need for state regulation of the financial system in order
to ensure the economic security of the state.

The next stage of the proposed methodology for a comprehensive assessment of the economic
security of the state includes the innovative component that allows obtaining adequate results in the most
recent economic conditions. Thus, it is proposed to characterize selected indicators for 2008-2018 both in
terms of opportunities (which they can provide for economic security) and in terms of risk (which they can
create for economic security). Accomplishing this task requires the following: the nature of the relevant
indicator within its incentive or disincentive effects; splitting the interval between the minimum and
maximum possible values for the studied time interval into 11 intervals; the transition to binary quantities
occurs based on the entry of each indicator for the corresponding year in a certain interval; generalization
of the unit weight of binary indices with a single value within 11 confidence levels.

Practical implementation will better illustrate the above steps of the methodology for evaluating the
integral indicator for assessing the level of economic security of the state. Thus, firstly, we will divide the
interval between the minimum possible and maximum possible values of each of the indicators of direct
and indirect impact for 2008-2018 into 11 intervals of various levels of confidence using the following
formulas (we will demonstrate an example of direct impact indicators):

interval 1 — 0% risk and 100% opportunity:

mtin kpdit (1)
where k,q;; is the actual value of the i-th disincentive indicator for the t-th year;
interval 2 — 10% risk and 90% opportunity:
max kpaie — min Kpqic
9
max kpair + 8- mtin kpdit] (2)

(mtin kpdit; mtin kpdit +

= (mink,qi¢;
( t pdit 9

interval 3 — 20% risk and 80% opportunity:
max kpaic + 8- mtin kpait max kpaic — mtin kpait
;mtin kpdit +2-

9 9
_ (mialx kpaic + 8- mtin kpait - 2- max kpait +7 - mtin kpdit] (3)
9 ’ 9

interval 4 — 30% risk and 70% opportunity:
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2- max kpaic +7- mtin kpait ' max kpaic — mtin kpait
3 ;min kpaic +3+ )
2- max kpaie +7- mtin kpaic 3 max kpaic +6- mtin kpait (4)
B 9 ’ 9
This calculation logic is preserved up to interval 10:
interval 10 — 90% risk and 10% opportunity:
8- max kpait + mtin kpait ' max kpaic — mtin kpait
3 ;min kpaic +9 - )
8- max kpaie + mtin kpait )
= 9 » max kpdit)
interval 11 — 100% risk and 0% opportunity:
max Kpair (6)

Formulas similar to those described above (1) - (6) are used within the incentive indicators of direct
and indirect impact, but they have an inverse indicator of risk and opportunity.

The next step in this stage is to make the transition to binary values based on the entry of each
indicator for the corresponding year in a certain interval of confidence level — a single value if the actual
value for a certain year enters the interval between the minimum and maximum values and zero in the
other case.

The final step is summarizing the unit weight of binary indices with a single value within eleven
confidence levels as an estimate of opportunity (by summing the binary indices defined in the previous
step), followed by paying attention to ten and the difference between 100%.

The third stage of the proposed method involves determining the priority of indicators using the
Fishburn's formula (in terms of direct impact indicators) and the priority of indirect impact indicators:

2 (N —n; + 1)
Wpi = m (7)
where w,,; — the weight factor of the i-th direct impact indicator,

N - the total number of direct impact indicators;
n; — a rank of the considered i-th indicator;

Moreover, given the hypothesis of the different degree of impact of direct and indirect indicators on the
overall assessment of the economic security of the state, 70% and 30% respectively, there is a need to
adjust the calculated weights and obtain the final levels.

The fourth step involves normalizing the inputs by a relative method in terms of those time series that
are only non-negative. Negative values of the indicators require additional intermediate adjustments by
adjusting to the minimum possible module level and the root-mean-square deviation over the considered
period.

- normalization of direct impact indicators:

_ kpit
Npie = —mtax P (8)
where n,;. — the value of the i-th direct impact indicator for the t-th year that is normalized by the
relative method;
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- normalization of indirect impact indicators:
koit - mtin koit + Oot

Noit = 9

‘ mtax (koit - mtin koit + Uoit) ( )
where n,;; — the value of the i-th indirect impact indicator for the t-th year that is normalized by the relative

method; a,; — the root-mean-square deviation of the indirect impact indicators.

The next step is the calculation of the integral indicator for assessing the economic security of the state by
constructing a multiplicative nonlinear model (a combination of a step function and the Harrington method) of the
convolution of indicators of the direct and indirect impact that were normalized by the relative method:

exp <_ exp (_ 1_[ (ndit . %)Wai 1—[ (n"“t .%)Wmi)) .
o (oo [T 5 T 35

where ES, - the level of economic security of the state; n,,;, - the value of the i-th direct impact indicator for
the t-th year that is normalized by the relative method; r,; — a fuzzy-logical risk assessment of the i-th direct impact
indicator; wy,; — a weight factor of the i-th the direct impact indicator; n,,;, — the value of the i-th indirect impact
indicator for the t-th year that is normalized by the relative method; r,,; — a fuzzy-logical risk assessment of the i-
th indirect impact indicator; w,; — a weight factor of the i-th indirect impact indicator; m,; — a fuzzy-logical
opportunity assessment of the i-th indicator of direct impact; m,; — a fuzzy-logical opportunity assessment of the
i-th indirect impact indicator;

ES, =

(10)

P —

Certain complications in the interpretation of a comprehensive assessment of the economic security of the
state may result from a high concentration of quantitative assessment levels of the integrated indicator of economic
security. It is proposed to solve this problem as follows:

ES; — mtin ES; + 0gs

ESqe = mtaXESt —min ES; + 3 - ogg (1)
where ES,;, - the adjusted level of economic security of the state for the t-th year.

The values obtained as a result of the practical implementation of formula 11 allow for a qualitative
interpretation of the integral indicator of the economic security of the state within the following levels: high [0.75-
1.00]; medium [0.50-0.75); low [0.25-0.50);critical [0.00-0.25).

Diagram 1 shows the level of economic security of Ukraine for 2008-2018.
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Figure 1. Dynamics of the level of economic security of Ukraine during 2008-2018
Sources: compiled by authors
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Results. The results of the calculations show that the dynamics of the integral indicator of economic security
fully correspond to the trajectory of financial and economic turmoil and temporary stability in Ukraine during
2011-2018. Thus, the banking crisis of 2008-2009 characterized the rapid decline in the level of economic
security of the state to the critical one in 2010; the political crisis of 2014, which affected primarily the financial
system, led to a further reduction of the integral indicator of economic security to a critical level in 2015; some
stability of the integral indicator of economic security was observed in 2011-2013 when it was at the average
level and short-term financial stability was observed in Ukraine.

Given the sufficiently low level of economic security of Ukraine, it is advisable to identify a set of priority areas
for improving the existing system of regulation of economic processes in Ukraine within three key elements
(table 1): institutional (aimed at improving the anti-money laundering infrastructure, improving the effectiveness
of the activities of regulatory agencies), functional (formation of a legal environment that minimizes the risk of
crisis situations, financial instability, etc.) and process (focused on technology and methodological aspects of
using banks or other institutions for money laundering, for shadow schemes).

Table 1. Areas for improvement of state regulation of economic security

Priority areas of activity of public authorities | Impact on the economic security of the state
Institutional elements
Improvement of interagency relationships by combiningthe |- reduction of the volume of fictitious transactions in foreign
efforts of representatives from the financial sector, government trade and investment spheres;
agencies, regulators and supervisors - intensification of the fight against smuggling and customs
Deepening cooperation and ensuring coordination between  [offenses;
states - termination of conversion centers
Creation of national financial intelligence agency and ensuring |- reducing cybercrime;
its financial and political independence - ensuring fair competition rules;

counteracting fraudulent accounting and financial reporting
that aims to minimize/evade taxes and budgetary payments

Introducing a cross-sectoral approach to control over the leveling the conflict of interests between actors representing the
business reputation of top managers of financial and credit  |state and private business
institutions

Improvements based on the latest methodological support for |ensuring timely identification of risk of money laundering or

the educational process of professional development programsieffective localization of consequences of a risky situation with the
for employees whose functional responsibilities relate to the  [least financial and reputational losses

anti-money laundering

Functional elements

Continuous implementation of the recommendations of the  |reducing the risk of using a variety of tools by business entities
FATF, the Egmont Group, UNODC, IMF, NATO MONEYVAL, |and citizens within the country for money laundering
OSCE, PACE and other in national legislation

Establishing a legal regime for regulating virtual assets and  |de-shadowing of mining revenues, asset purchase and sale

virtual currency operations on cryptocurrency exchanges
Strengthening the control and supervision of markets for - reduction of capital withdrawal through these activities;
precious metals and precious gems, the market for works of |- increase in tax revenues to the budget due to the de-

art, as well as for activities in the field of sports and other pari- |[shadowing of these activities
mutuel betting

Process elements

Use of technology-oriented products and solutions to monitor  [accelerates the detection of illegal or questionable financial
businesses and citizens in the context of their potential transactions through the use of machine learning algorithms and
involvement in criminal proceeds artificial intelligence
Updating the methodology for assessing the risk of money improving the efficacy of internal state control and supervision of
laundering and changes in the external environment the entities of the primary financial monitoring

Sources: compiled by authors
370 Marketing and Management of Innovations, 2019, Issue 4

http://mmi.fem.sumdu.edu.ua/en



V. Levchenko, A. Boyko, T. Savchenko, V. Bozhenko, Yu. Humenna, R. Pilin. State Regulation of the Economic Security by
Applying the Innovative Approach to its Assessment

Conclusions. Implementation of the above measures to improve the anti-money laundering system will
allow in the near future to achieve an increase of investment attractiveness of the country due to the betterimage
of the country, increase of revenues to the budgets of different levels due to the de-shadowing of tax bases,
creation of conditions for attracting funds from the legalization of cryptocurrency from neighboring countries by
providing legal status to this type of activity, reduction of the outflow of national capital outside the country,
decriminalization and the de-shadowing of the national economy, etc. The prospect of further research is to
determine the effectiveness of regulatory state measures on improving the level of economic security of the
national economy.
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[flepxaeHe pezynroeaHHs1 eKOHOMIYHOI 6e3NeKu WIIsXoM 3acmocyeaHHs iHHoeauiliHux nidxodie do ii oyiHeaHHs

3a cyyacHux iHmezpayitiHux npouecis c8imosux ekoHoMik Had3suyaliHoO 20CMPUM € NUMaHHs eKoHoMiYHOT 6eaneku Oepxasu.
Bidkpumicmb puHkig cnpusie 8inlbHOMY nepemikaHHI0 He fuwe pecypcig, a i Hece 3aepo3y WUAKO20 NEPEHECEHHS KPU30BUX A8ULY,
i3 00Hiei ekoHoMiKu & iHwly. [Tocmae HeobXiOHiCMb y PO3P0O6UI MEMOOUYHO20 iHCMpPyMeHMaPIto Ansi OUiHIOBaHHST PiBHSA EKOHOMIYHOT
besneku 8 Oepxasi Ha OCHOBI PO3PaxyHKy y3a2anbHIOY020 NOKasHuKa, WO cry2ysamume OEHYMAEPKOM Nnpu POPMy8aHHI
OepXasHoi eKOHOMIYHOT nosimuKu y KoHmekcmi 3abeanedenHs i cmilikoeo 3pocmanHs U npomudii HyMpIWHIM ma 308HiWHIM
3aepo3am. MemoOuyHuM iHcmpymeHmapiem nposedeHoeo OocnidxeHHs € memodu Hopmanizauii, npasuno ®iwbepHa,
mynbmunnikamusHa modesib. OiHIo8aHHs pigHs eKoHOMIYHOI be3neku e cmammi 30iticHeHO 8 HacmynHili 02idHit nocidogHoCMi:
¢hopmyeaHHsI PO3WUPEHO20 nepeniky iHOUKamopig, WO Xapakmepu3yrombs eKoHOMiYHy be3sneky depxasu; xapakmepucmuka
NOKa3HUKi8 3 MOYKU 30py MOXIugocmell ma PU3UKy; BUSHAYEHHs pigHsi npiopumemHocmi iHOUKamopie 8 y3aeasnbHIon4oMy
NoKasHUKy; npueedeHHsi nokasHukie o €OUHOI cucmeMu BUMIDIOBaHHSI; PO3PaxXyHOK iHMeapanbHO20 NOKa3HUKa eKOHOMIYHOI
6esneku wnsxom nobydosu MyTmunsikamugHoi MoOerTi; iKicHa iHmepnpemayis iHmeapanbHo20 NOKa3HUKa eKOHOMIYHOT 6e3neku.
3a pesynemamamu eidbopy penesaHmMHUX ¢hakmopie ennusy Ha eKoHOMiYHy be3sneky depxasu 6CMaHOBNEHO, Wo ObpaHi
OemepmiHaHmu nidmeepOxytoms 2inomesy npo cbiHaHcianisayiio ycix exkoHomidHUX npouecie 8 Ykpaii ma HeobXiOHicmb
0epxXasHO20 pezymiogaHHs came (hiHaHCo8oi cucmemu 3 Memoro 3abe3neyeHHs eKOHOMIYHOI 6eaneku. EmnipuyHi pospaxyHKu
3acsidqunu, wo npomsizom 2008-2018 pp. piseHb exkoHoMiYHOT be3neku YKkpaiHu MoxHa ouiHumu sik cepedHill Yu Hu3bkud, a tioeo
OuHamika KopesTioe 3 Kpu3o8UMU npoyecamu y (hiHaHCO80-eKOHOMIYHOMY CEKMOpPI ma 3a20CMPEHHAM NOMTIMUYHOI HecmabinsHocmi
8 kpaiHi. bepy4u 0o ysaeu Hu3sbKuli piseHb exoHoMidHOi be3neku 6 YkpaiHi, asmopamu po3pobneHo Komniekc 3axodig w000
YOOCKOHaNEeHHs 0epxasHO20 pezyiiogaHHsi eKOHOMIYHOI 6e3neku 8 Mexax iHemumyuyitiHo2o, NPOUECHO20, (hyHKUiOHanbHO20 i
efieMeHmis, a Makox 0brpyHMo8aHo 8Nue 3anPONOHO8AHUX HOBaUIl Ha eKOHOMIYHy 6e3neky depxasu.

KntoyoBi crioBa: ekoHoMiYHa 6e3neka, iHTerpanbHWin NOKa3HWK, iHHOBALi, neranisayis KpUMIHAMbHUX [OXOAIB, AEpXaBHE
perymnioBaHHs.
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